Appendix A
Audit Recommendations remaining for 2013-14

Status Internal Audit Report Audit Report Date
HEALTH AND SAFETY 11" November 2013
HIGH: O MEDIUM: 1 LOW: 0

Medium Recommendation 6. To ensure that the task to draw up the risk assessments required
is progressed and completed. Once finalised these need to be effectively communicated and
made accessible to staff for information.

Implementation Target Date: Revised Date — 30" September 2014 [previously March 2014].
Person Responsible: Peter Coogan — H&S

Update January 2014: This requires Support Managers to finish drawing up task lists for police
officers, police staff and volunteers in order that progress can be made with finalising the risk
assessment process. When these are completed we can ensure that any new risk assessments
that are needed are identified and completed. This work continues and good practice is shared
at meetings with the Support Managers.

Update March 2014: We are now in receipt of the four task lists required. We have provided
guidance regarding the items that need to be included and an input regarding this is also
included in the risk assessor course. There is still room for further improvement regarding the
task lists and, therefore, the Risk Management Unit will be liaising with new risk assessors
directly in order to quality check these. Communication has taken place and this will be further
improved in the near future when updates to the Orchid risk management system are completed.

Update April 2014: Baker Tilly Follow Up Report — “We confirmed that Risk Assessments had
continued to be completed and whilst work was still on-going in this area, we verified that
progress was being made and controls were in place for on-going monitoring through the
JARAP; we have therefore not repeated the recommendation” [in the new Action plan for the
Follow Up].

Update May 2014: The Risk Management Unit has held an initial meeting with risk assessors
and the BCU support managers to identify what further work is needed to finalise the risk
assessments. Initial assessment meetings are currently being held and are scheduled to be
completed by the end of September 2014. This work is being undertaken in liaison with other
Forces, where possible, in order to benchmark our assessments and reflect closer regional
working.

Update August 2014: The work around risk assessments is progressing well, being led by the
Risk Management Unit. This will be completed by the end of September. In addition, we are also
planning how the structure of Orchid will need to change to reflect the new directorates and
responsible people as well as potential changes to the delivery of health and safety advice.

Peter Coogan, H&S. Moved to Amber. After further discussion this is likely to meet the
September target date.

ZANZIBAR — (P2P) [Procure to Pay] 25" September 2013

One Advisory Recommendation

Advisory Recommendation: From our coverage we found the following aspects of actual
controls are yet to be determined and actioned. We acknowledge these issues are scheduled to
be actioned prior to implementation, but have itemised the areas covered in our scope and have
highlighted areas where work is still in progress. We have made one overall recommendation to
ensure these aspects are taken forward and included in the process leading through to full
implementation. The issues highlighted include:

e The need to ensure the P2P local Procedures are made available to system users as
soon as practically possible after initial training is completed.

e To determine / confirm actual password requirements/timeframes for changes etc.
e To determine actual tolerance levels to be established for matching of orders to invoices.




e To confirm what exception reports will be required to be run the system to ensure all
required errors / potential anomalies will be sufficiently highlighted for review and
resolution.

e To progress plans through to confirmation of requirements for completion of / monitoring
of payments and associated validation, reconciliations / control accounts set ups, so to
ensure that the required control framework is established and adhered to once the
system goes live.

Implementation Target Date: Between 9" Sept 2013 — 2" January 2014 On hold pending
decision to be made in August 2014 — please see latest update below.

Person Responsible: Andrew Dale — Finance & lan Fraser Procurement

Update December 2013: As identified in the advisory review, Zanzibar (the Force P2P system)
remains in the implementation phase. The items identified by Baker Tilly as requiring
consideration prior to go-live will be considered and an appropriate course of action taken.
Further conversations will take place with Baker Tilly as we progress towards go-live,
accompanied by further updates into JARAP as required.

Process notes and procedures have been drafted in conjunction with staff and are being
reviewed to ensure completeness. The physical use of the P2P system is described in the
comprehensive user manual produced by Procserve whilst the processes within Accountancy &
Budgeting are being written to address the remaining technical challenges that need to be
overcome. In overcoming the challenges, consideration is being given to the value for money
that a software fix represents versus the practicalities of a manual work-around. On balance, the
most appropriate solution on a case-by-case basis will be adopted.

Some limited “live” testing has taken place in controlled conditions and with agreed temporary
processes in place. These transactions were on the P2P side only and have been manually
entered into Sage Line 500. The “live” testing was considered vital to allow review of how the
ordering processes works in reality with a supplier willing to assist us.

Update January 2014: Status unchanged due to capacity/resource issues and the priority of
setting next year's budget.

Update March 2014: Procurement, IT and Finance have met to review the current position
regarding the implementation of the ProcServe / SAGE interface. - Andrew Dale — Finance

There are a number of issues which require further work to be undertaken to get us to a position
whereby we could move to ‘Go-Live’. These are detailed below:

o Re-submit link is not working on the error e-mails received for files that have failed.
e Invoice number from P2P in ‘Supplier Inv Id’ field is not being pulled through to sage
¢ Review position regarding VAT and error logs

o SAGE creates a separate invoice batch within SAGE for every individual purchase order
number processed in the P2P. Corrections have been put onto the system but need to
complete further testing to ensure the fix is working as expected.

e On purchase orders the unique reference is being overwritten if the order is reprinted.

The plan was to always implement on a phased approach starting initially with a small number of
suppliers. Given the work involved in resolving the issues above and the benefits that would
arise from a small number of suppliers it is recommended that we suspend implementation /
development in light of the other departmental priorities that both Finance and IT are managing.

The implementation of ProcServe will now form part of the evaluation of the 2 options for the
Finance System moving forward.

Update May 2014: The Zanzibar P2P Solution is now on hold pending work being undertaken
by Finance and Procurement regarding future General Ledger provision. The Force is currently
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looking at 2 options for future General Ledger provision with a decision to be made in August
2014. When a final decision is made that will allow Finance and Procurement to then work with
the chosen provider to implement the P2P solution. — lan Fraser Head of Procurement and
Support Services.

Update August 2014: A Procurement tendering process has recently been completed for a new
Finance System. A recommendation will be made to the Force Change Board in August 2014
with the expectation that any new solution will be required to go through an implementation and
testing process that will take several months. After parallel testing is completed the Force will
then be able to address the issue of integration with the Zanzibar solution. It is difficult to provide
a totally accurate date for this to be completed which depends upon acceptance of the current
recommendation by the Force Change Board and subsequent sign off by the Police and Crime
Commissioner. It is likely that taking into account other competing work for Finance at year end
2014/2015 that a potential date when Zanzibar integration may be completed is summer 2015.
lan Fraser Head of Procurement

CHANGE PROGRAME 6" November 2013

HIGH: 0 MEDIUM: 0 LOW: 2

Low Recommendation 1.12 The Change Programme Risk Register is further enhanced by the
addition of the residual risk score, a description of the controls in place to mitigate the risk and
details of the member of staff responsible for the risk.

Implementation Target Date: Dec 2013.
Person Responsible: C/Supt Rachel Swann — Head of Change Team

Update June 2014: The review of the risk register has been given to the Project Managers when
commencing their role. The first successful applicant is due to commence week starting 26" May
2014.

Update August 2014 This has now been tasked to the newly recruited Project Managers and
Programme Managers. The combination of the risk score, descriptive controls and those
responsible will be completed.

Update October 2014: The format of the risk register and the inclusion of residual risk scores
will be incorporated into the Risk Register for consideration by the next Change Board on 25"
September. This is part of a wider on-going review of the risk-register which is being undertaken
by the new project managers, and which will be completed when the new Programme Manager
is in place

Low Recommendation 2.7 For consistency the format of the project risk register should reflect
the same as the overall programme risk register.

Implementation Target Date: Apr 2014.
Person Responsible: C/insp Neil Newell — Change Team

Update June 2014: The review of the risk register has been given to the Project Managers
when commencing their role. The first successful applicant is due to commence week starting
26™ May 2014.

Update August 2014: This has now been tasked to the Project Managers and Programme
Managers. The format of the project risk register will reflect the same as the overall programme
risk register and will be completed.

Update October 2014: The format of the risk register and the inclusion of residual risk scores
will be incorporated into the Risk Register for consideration by the next Change Board on 25"
September. This is part of a wider on-going review of the risk-register which is being undertaken
by the new project managers, and which will be completed when the new Programme Manager
is in place
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RISK MANAGEMENT 18" October 2013

HIGH: 0 MEDIUM: 1 LOW: 0

Medium Recommendation 1.2 — Force: Plans to be progressed to introduce a series of
workshops for staff to improve the awareness, identification and management of risk within the
Force.

Implementation Target Date: Revised Date — 31% October 2014 [previously February 2014].
Person Responsible: Laura Saunders

Update January 2014: There is to be a workshop at the February 2014 SORB to include
identification and management of risks. All Senior Managers should be present. This is a repeat
of the training and risk identification exercise at the Feb 2013 SORB.

Update March 2014: The February 2014 SORB was reduced in length due to time constraints.
Therefore, risk identification and one to one training with all Senior Managers and Heads of
Business Areas, carried out by the Risk Manager in February 2014.

The Force carries out cyclical Manager training and a section on risk identification and
notification is to be developed within the Risk Department, to be delivered as part of this training.
Responsible person change - Peter Coogan. Delivery Oct 2014.

Update May 2014: The workshop has been rescheduled for inclusion in the May SORB. All
senior managers have been invited to attend. The purpose of the workshop is to improve
awareness of the risk management process and lead the group through this process to identify
current and future risks on the horizon. It is envisaged that this will be embedded in conjunction
with the managers training by the revised date of October 2014 as proposed previously by Peter
Coogan in March.

Update August 2014: The planned workshop went ahead in the May 2014 SORB meeting.
This consisted of an overview of the risk management process, identification of possible sources
of risk and a discussion about how these threats and opportunities could be managed. Work
continues to develop the input around risk management within the existing manager’s training
programme. Moved to Amber as likely to meet the October target date.

SEIZED / FOUND PROPERTY 11" June 2014
2011-12, 2012-13 (part 2) Follow up & 2013-14 Follow up

HIGH: O MEDIUM: 1 LOW: 0

‘Revised’ recommendation:

Plans to introduce the Management Information Module in the KiM property system
should be progressed to implementation, used as a mechanism to provide reports to
address the numbers of outstanding items ‘booked out to Officers’ and facilitate the
reduction of these items to a manageable level. Actions to address the volume of items
could then include:

o Generating reports from the KiM MI Module that list the ‘top ten’ officers with items
booked out to them so they can be reviewed in priority order.

o Reviewing items booked out in order of value to establish if the ‘booked out’ status is
accurate.

Implementation Target Date: By September 2014 — New target date stated in the recent Baker
Tilly Follow up Report.

Person Responsible: Emma Corns — Delivering Justice Department

Update April 2014: Baker Tilly 2013/14 Follow Up Report —

0] “Through discussion with the Support Manager (Delivering Justice), we were advised that
a link between the Socrates and KiM systems was in place and was currently being tested by the
Forensics/Drugs Team to check that it functioned as required and was fit for purpose before
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going live. It was expected that this would be in place for the start of the new financial year in
April 2014.

We acknowledged that work was on-going in this area and whilst this part of the recommendation
had not been fully implemented; we identified progress was being made and have therefore not
repeated the recommendation.

(i) We were advised that the volumes of items ‘booked out’ remained at ¢5,000 and work
had not progressed in this area however a Management Information module within the KiM
system was currently being trialled by another Force (who were also members of the KiM user
Group).

It was expected that testing on this module should be complete by June 2014 resulting in a roll
out to other Forces by quarter three; with a view to enabling greater management of property by
Local Palicing Unit (LPU), and be used as a tool to address issues such as the highest number of
items of property signed out to particular officers as a means of a performance measure”.

Update May 2014: Herts Police are currently trialling a KiM Management Information Module; it
is expected that testing on the module should be complete by June 14 resulting in a roll out to
other Forces in Q3.

This will enable greater management of property by LPU; and can then be used as a tool to
address issues such as the highest number of items of property signed out to particular officers
as a means of a performance measure.

Update August 2014: In July 2014 the Management Information Module was implemented. It is
now possible to analyse the ‘booked out’ statuses.

The Property Team are working to reduce the items ‘booked out’ and have prioritised this area of
work by categories/risk. Paper G on the agenda provides a further update.

Insp Siobhan Barber

BUSINESS CONTINUITY (Non IT) Follow up 11 June 2014

HIGH: 0 MEDIUM: O LOW: 1

Low Recommendation 1.11b Restated recommendation - The Office of the Police and
Crime Commissioner (OPCC) should ensure that dates are set for testing the Business
Continuity Plan (BCP) to ensure that it is fit for purpose.

Implementation Target Date: By the end of second quarter 2014
Person Responsible: Angela Perry - OPCC

Update May 2014: Acknowledged not yet completed — delays contributed to by changes in
arrangements, stage 2 transfer work and 3 different CFO personnel in last year.

Update 4" September 2014: The Business Continuity Plan is being revised and re-formatted
into the Force template. A table top exercise is planned to take place before the end of the
calendar year to test the Plan. A new temporary member of staff who has a background in risk
and business continuity at a local authority is leading on the work.

Angela Perry OPCC

MOBILE DEVICE SECURITY 22" April 2014

HIGH: O MEDIUM: 1 LOW: 0

Medium Recommendation 1.6

All forms should be signed when a member of staff is responsible for a mobile device.
Implementation Target Date: 30" September 2014

Person Responsible: Tim Glover - Head of IT

Update June 2014 Staff have been reminded to comply with this part of the process and the process
will be reviewed to try to reduce the risk of human error.
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Update August 2014: The process review is underway and will be complete by 30th
September 2014. Essentially this extends the current process from laptops to all mobile
devices and makes explicit the need for users to sign for the devices.

In the interim we have undertaken an internal management-led audit of compliance with the
existing process and this has identified some non-compliance caused by new staff unfamiliar
with the process. We have therefore identified the need to improve the induction of new staff
into the support team. These further changes will also be complete by 30th September 2014,
the anomalies found will be rectified, and there will be further management checks to ensure
compliance.

Audit Recommendations 2014-15

N° Internal Audit Report Audit Report Date
PAYROLL PROVIDER (Mouchel) 11" June 2014
HIGH: 0 MEDIUM: 0 LOW: 0

“Taking account of the issues identified, the Office of the Police and Crime Commissioner for Leicestershire
and Leicestershire Palice can take substantial assurance that the controls upon which they rely to manage
this area, are suitably designed, consistently applied and effective.” — Baker Tilly.

ESTATES MANAGEMENT

HIGH: 0 MEDIUM: O LOW: 3

Low Recommendation 1.1a Undertake a planned periodic review of the Estates Strategy to ensure it
remains relevant and reflects the direction of travel.

Implementation Target Date: 2015 in line with Change Programme
Person Responsible: Andrew Wroe — Head of Estates

Initial Management Comment: This was planned to be carried out in 2015 and will fall in-line with the change
programme.

Low Recommendation 1.1b Ensure there are clear links in the Estates Strategy to both the Police and
Crime Plan and Leicestershire Police aims and objectives.

Implementation Target Date: 2015 in line with Change Programme
Person Responsible: Andrew Wroe — Head of Estates

Initial Management Comment: This will be incorporated when the above review takes place.

Low Recommendation 1.2 A more detailed record should be maintained within the Maintenance Plan to
provide narrative on additions, delays or re-prioritisation of projects within the 5 year plan.

Implementation Target Date: Immediately
Person Responsible: Andrew Wroe — Head of Estates

Initial Management Comment: Already completed and in place.

SEIZED / FOUND PROPERTY July 2014

HIGH: 2 MEDIUM: 4 LOW: 1

Medium Recommendation 1.1 As planned the Property Management Policy and Procedures should be
reviewed and revised, taking into account any issues identified within this review. Given the issues identified
in this review we would recommend that once the Policy and Procedures have been finalised and approved a
training session is held with Property staff to ensure that they are fully conversant with requirements,
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especially any changes that have been made from original documents.
Implementation Target Date: March 2015
Person Responsible: Inspector Siobhan Barber

Initial Management Comment: The review of property is now well underway and the team involved are
identifying opportunities to streamline processes and increase efficiency which will be relevant to the policy
and procedures. Initial work on the refresh and re-write of the policy and procedures is expected to
commence in November 2014 when resources within DJD Support have the capacity.

Medium Recommendation 1.3 Once audits have been undertaken at the temporary stores the results
must be conveyed to the Specific Point of Contact (SPOC) who then must act on the issues raised. Key
areas that must be addressed:

e Items marked as in temporary store but are actually in other locations at the LPU due to size, i.e.
bikes etc. must be identified and put on the transit sheets in order that the Property Officers are
aware that they need collecting.

e There are weekly collections by Property Stores and use should be made of these and items not left to
build up. Issues identified in the audits must be addressed in a timely manner.

e SPOCs should be undertaking their own checks on the state of stores and the integrity of items held
and or recorded.

Implementation Target Date: Not applicable - Completed
Person Responsible: Julie Treen

Initial Management Comment: Audits of overnight stores are carried out quarterly. Results are passed to the
SPOC and also the LPU commander.

SPOCs have been reminded that they act upon the results of the audits and remedy any problems. In
addition they have been reminded of the need to regularly bag items for transit to ensure build ups do not
occur. This often occurs due to the movement of the SPOCs and replacements taking some time to ascertain
responsibilities for the overnight store. All over size items should be notified to the property store to be
collected on a Wednesday when the couriers can be double crewed (notes should not be made on transit
sheets as they cannot be collected when single crewed with the normal collections). SPOCs have also been
reminded to undertake spot checks to ensure items are stored correctly e.g. cash and valuables in the safe.
Completed.

Medium Recommendation 1.5 Efforts to be taken to clear the current backlog of items, ¢3,100, marked
on KIM as being awaiting disposal.

Implementation Target Date: December 2014
Person Responsible: Julie Treen

Initial Management Response: The property office has 8 full time equivalent members of staff. One left the
organisation earlier this year following work to remedy under performance, a further member of staff left in
July and another member of staff was off sick for several months due to a shoulder injury that occurred
handling property. These abstractions have dramatically impacted upon service provision and management
made the decision to prioritise other work areas to ensure they were completed first leaving this area to be
caught up when time permitted. Disposals have still been undertaken in great numbers during this time.
After recruiting issues both new starters to the department have commenced in post in September so itis
hoped by the end of 2014 all areas will be undertaken daily as planned by the rota. Disposals are currently at
€2,900. NB During this time this has not resulted in space issues to take in further property.

Medium Recommendation 1.6 Once monies have been passed to the Finance Administrator to action
care must be taken to ensure that:

e Areport from KIM should be run in order to confirm that all items recorded are actually held in the
safe. Any discrepancies to be investigated and cleared.

¢ If the money has been passed onto the Economic Crime Unit a receipt must be obtained and
scanned onto the database.

e Ensure that a listing and banking schedule is held to support all banking entries. A check should be
undertaken to ensure that for every banking slip a schedule is held.

Given the limited number of entries consideration to be given to recording individual items on the banking
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sheet rather than create a separate sheet.
Implementation Target Date: Not applicable - Completed
Person Responsible: Emma Corns

Initial Management Response: Audits are now taking place monthly of all the cash/valuable safes within the
main property stores at CK and CB.

Signed receipts have always been required from ECU but a new member of staff had just taken over their
banking role and they were not fully sighted on the process. This has now been rectified.

The banking sheets have been reworked to ensure all information required is held in one place ensuring a
full, easy to read audit trail. Completed.

Low Recommendation 1.7a Procedures/guides for basic operations and processes within the Unit
responsible for e-Bay should be documented. Appropriate high level controls should also be included within
the main Property Management Policy and Procedures.

Implementation Target Date: December 2014
Person Responsible: Paul Wenlock

Initial Management Response: This piece of work is ongoing and being completed by Dave Hargrave in the
ECU under the supervision of Paul Wenlock. When completed, a process chart will be created that outlines
the basic procedures and an appendix will be added to the refreshed Property Management Policy and
Procedures specifically for e-bay operations and processes.

High Recommendation 1.7b The PayPal account used to collect e-Bay auction monies should be cleared
on a monthly basis and an evidenced reconciliation undertaken to ensure all sold items have been accounted
for.

Implementation Target Date: September 2014
Person Responsible: Paul Wenlock

Initial Management Response: Finance Department are in the process of completing a historic reconciliation
across all areas. POCA is almost complete and then they will move on to POTF, which should be complete by
the end of September. Going forward a monthly reconciliation will be undertaken with which funds will be
withdrawn from PayPal.

High Recommendation 1.8 An urgent review of the way in which items sent to an Auction House are
managed is required. Areas for attention:

e Lists of all items sent to be maintained and a copy of each must be signed by the Auction House on
collection of the items.

e An evidenced reconciliation should be held to confirm that each item sent to the Auction House has
either been sold or destroyed.

Implementation Target Date: Not applicable - Completed
Person Responsible: Emma Corns

Initial Management Response: A spreadsheet has been created that logs all of the items sent to an auction
house. This spreadsheet is then updated when results are obtained from the auction house detailing results
of sales or if the item has been disposed of. This provides a full and easy to read auditable list of outcomes.
Receipts are obtained that are signed by the auction house. They are then scanned and stored on the central
file area for property.
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