Appendix A


BAKER TILLY AUDIT RECOMMENDATIONS 2013-14 & 2014-15

Audit Recommendations for 2013-14
	Status
	Internal Audit Report
	Audit Report Date

	
	ZANZIBAR – (P2P) [Procure to Pay]
	25th September 2013

	
	One Advisory Recommendation

	
	Advisory Recommendation: From our coverage we found the following aspects of actual controls are yet to be determined and actioned. We acknowledge these issues are scheduled to be actioned prior to implementation, but have itemised the areas covered in our scope and have highlighted areas where work is still in progress. We have made one overall recommendation to ensure these aspects are taken forward and included in the process leading through to full implementation. The issues highlighted include: 

· The need to ensure the P2P local Procedures are made available to system  users as soon as practically possible after initial training is completed. 

· To determine / confirm actual password requirements/timeframes for changes etc. 

· To determine actual tolerance levels to be established for matching of orders to invoices. 

· To confirm what exception reports will be required to be run the system to ensure all required errors / potential anomalies will be sufficiently highlighted for review and resolution. 

· To progress plans through to confirmation of requirements for completion of / monitoring of payments and associated validation, reconciliations / control accounts set ups, so to ensure that the required control framework is established and adhered to once the system goes live.

Implementation Target Date: Between 9th Sept 2013 – 2nd January 2014 On hold pending decision to be made in August 2014 – please see latest update below.

Person Responsible: Andrew Dale – Finance & Ian Fraser Procurement

	
	Update December 2013: As identified in the advisory review, Zanzibar (the Force P2P system) remains in the implementation phase.  The items identified by Baker Tilly as requiring consideration prior to go-live will be considered and an appropriate course of action taken.  Further conversations will take place with Baker Tilly as we progress towards go-live, accompanied by further updates into JARAP as required.

Process notes and procedures have been drafted in conjunction with staff and are being reviewed to ensure completeness.  The physical use of the P2P system is described in the comprehensive user manual produced by Procserve whilst the processes within Accountancy & Budgeting are being written to address the remaining technical challenges that need to be overcome.  In overcoming the challenges, consideration is being given to the value for money that a software fix represents versus the practicalities of a manual work-around.  On balance, the most appropriate solution on a case-by-case basis will be adopted.

Some limited “live” testing has taken place in controlled conditions and with agreed temporary processes in place.  These transactions were on the P2P side only and have been manually entered into Sage Line 500.  The “live” testing was considered vital to allow review of how the ordering processes works in reality with a supplier willing to assist us.

Update January 2014: Status unchanged due to capacity/resource issues and the priority of setting next year’s budget.

Update March 2014: Procurement, IT and Finance have met to review the current position regarding the implementation of the ProcServe /  SAGE interface. - Andrew Dale – Finance
There are a number of issues which require further work to be undertaken to get us to a position whereby we could move to ‘Go-Live’. These are detailed below:

· Re-submit link is not working on the error e-mails received for files that have failed. 

· Invoice  number from P2P in ‘Supplier Inv Id’ field is not being pulled through to sage 

· Review position regarding VAT and error logs 

· SAGE creates a separate invoice batch within SAGE for every individual purchase order number processed in the P2P. Corrections have been put onto the system but need to complete further testing to ensure the fix is working as expected.

· On purchase orders the unique reference is being overwritten if the order is reprinted. 

The plan was to always implement on a phased approach starting initially with a small number of suppliers. Given the work involved in resolving the issues above and the benefits that would arise from a small number of suppliers it is recommended that we suspend implementation / development in light of the other departmental priorities that both Finance and IT are managing.

The implementation of ProcServe will now form part of the evaluation of the 2 options for the Finance System moving forward.
Update May 2014: The Zanzibar P2P Solution is now on hold pending work being undertaken by Finance and Procurement regarding future General Ledger provision. The Force is currently looking at 2 options for future General Ledger provision with a decision to be made in August 2014. When a final decision is made that will allow Finance and Procurement to then work with the chosen provider to implement the P2P solution. – Ian Fraser Head of Procurement and Support Services.

Update August 2014: A Procurement tendering process has recently been completed for a new Finance System. A recommendation will be made to the Force Change Board in August 2014 with the expectation that any new solution will be required to go through an implementation and testing process that will take several months. After parallel testing is completed the Force will then be able to address the issue of integration with the Zanzibar solution. It is difficult to provide a totally accurate date for this to be completed which depends upon acceptance of the current recommendation by the Force Change Board and subsequent sign off by the Police and Crime Commissioner. It is likely that taking into account other competing work for Finance at year end 2014/2015 that a potential date when Zanzibar integration may be completed is summer 2015 - Ian Fraser Head of Procurement
Update November 2014: The new Finance system Agresso has been purchased. The implementation of this system will be completed by April 2015. Thereafter once the main Finance solution is in place the Zanzibar P2P work can be commenced once identification of the process to integrate this with Agresso has been completed - Ian Fraser Head of Procurement.
Update January 2015: still ongoing, awaiting completion of system by April 2015.
Update March 2015: System design stage is still in progress. Discussions are on-going as to how integration between Zanzibar and Agresso the new Finance system will move forwards. Initially the focus is on the main functions and requirements of the Finance system and to ensure they are developed, tested and ready for system go live. System go live is anticipated in August 2015.

	
	BUSINESS CONTINUITY (Non IT) Follow up
	11 June 2014

	
	HIGH: 0
	MEDIUM: 0
	LOW: 1

	
	Low Recommendation 1.11b Restated recommendation - The Office of the Police and Crime Commissioner (OPCC) should ensure that dates are set for testing the Business Continuity Plan (BCP) to ensure that it is fit for purpose.
Implementation Target Date: By the end of second quarter 2014 
Person Responsible: Angela Perry - OPCC  

	
	Update May 2014: Acknowledged not yet completed – delays contributed to by changes in arrangements, stage 2 transfer work and 3 different CFO personnel in last year.
Update 4th September 2014: The Business Continuity Plan is being revised and re-formatted into the Force template. A table top exercise is planned to take place before the end of the calendar year to test the Plan.  A new temporary member of staff who has a background in risk and business continuity at a local authority is leading on the work - Angela Perry OPCC

Update November 2014: The OPCC are still in the process of populating the templates. Deadline for the desktop exercise may be pushed back to January due to staff absences and Interviews taking place.
Update January 2015: This is currently being take to the PCC SMT and therefore there will be an update for the next report.
Update April 2015: The OPCC has a permanent member of staff in place now to lead on this area of business. The member of staff has previous knowledge and experience in this area. A table top exercise was undertaken on the 12th March 2015 and the OPCC’s BCP is currently being reviewed and updated to reflect the outcomes from the exercise. Senior Management Team (SMT) will review and agree the final version by June 2015. An action plan for further testing/exercises will form part of this signoff.

	
	MOBILE DEVICE SECURITY
	22nd April 2014

	
	HIGH: 0
	MEDIUM: 1
	LOW: 0

	
	Medium Recommendation 1.6: All forms should be signed when a member of staff is responsible for a mobile device.

Implementation Target Date: 30th September 2014 
Person Responsible: Tim Glover - Head of IT  

	
	Update June 2014: Staff have been reminded to comply with this part of the process and the process will be reviewed to try to reduce the risk of human error.

Update August 2014: The process review is underway and will be complete by 30th September 2014. Essentially this extends the current process from laptops to all mobile devices and makes explicit the need for users to sign for the devices.  

In the interim we have undertaken an internal management-led audit of compliance with the existing process and this has identified some non-compliance caused by new staff unfamiliar with the process.  We have therefore identified the need to improve the induction of new staff into the support team.  These further changes will also be complete by 30th September 2014, the anomalies found will be rectified, and there will be further management checks to ensure compliance.

Update November 2014: This was policy at the time of audit. Further internal check as to compliance is scheduled to be undertaken in December – awaiting results of compliance check before closing. 

Update January 2015: The December check has identified that the signed forms are being returned to the ISO. The process will be changed such that the forms will come back to the ICT department for filing.  
Update May 2015: This is now in place and working effectively, with forms being signed and correctly retained for all mobile devices handed over by ICT.   CLOSE.


Audit Recommendations 2014-15
	N0
	Internal Audit Report
	Audit Report Date

	
	ESTATES MANAGEMENT
	3 July 2014

	
	HIGH: 0
	MEDIUM: 0
	LOW: 2

	
	Low Recommendation 1.1a: Undertake a planned periodic review of the Estates Strategy to ensure it remains relevant and reflects the direction of travel.

Implementation Target Date: 2015 in line with Change Programme 

Person Responsible: Andrew Wroe – Head of Estates

	
	Initial Management Comment: This was planned to be carried out in 2015 and will fall in-line with the change programme.

Update November 2014: Still planned to undertake this in the summer of 2015. 

Update March 2015: Still on track for completion in the summer.

	
	Low Recommendation 1.1b: Ensure there are clear links in the Estates Strategy to both the Police and Crime Plan and Leicestershire Police aims and objectives. 

Implementation Target Date: 2015 in line with Change Programme 

Person Responsible: Andrew Wroe – Head of Estates

	
	Initial Management Comment: This will be incorporated when the above review takes place.

Update November 2014: Still planned to undertake this in the summer of 2015.

Update March 2015: Still on track for completion in the summer.

	
	RISK MANAGEMENT
	6 January 2015

	
	HIGH: 0
	MEDIUM: 3
	LOW: 2

	
	Medium Recommendation 1.1 Ensure the Organisational Risk Management Policy and Procedures are both accurate and relevant. Both should be reviewed annually as per policy, in addition the minutes of the Strategic Organisational Risk Board should clearly detail and reflect that these have been presented, reviewed and approved. 

In this review the Procedures need to be updated to reflect current roles; the inconsistency in the risk status categories is misleading and requires correction so definitions match those presented to JARAP.
Implementation Target Date: April 2015
Person Responsible: Laura Saunders – Risk and Business Continuity Adviser

	
	Initial Management Comment: Whilst we do not agree that the recommendation in its entirety is of a medium rating, we do accept that the inconsistencies identified need to be reconciled. 

The Risk Management Policy and Procedure will be amended to ensure it is accurate and up to date. It will be shared with SORB members for review and approval. 

The Risk Management Procedure accurately reflects the terminology used to describe the risk categories within Orchid. However, it is accepted that there is a disconnect between the terminology used for one risk category within the procedure and papers presented to JARAP. This will be rectified by amending the terminology used within the JARAP papers to align to the procedure and in turn Orchid. 

Update March 2015: The Risk Management Policy and Procedure has been amended to ensure it is accurate and relevant. The role titles have been added and the review timescales have been amended to annual from 3 yearly. The amended policy and procedure were shared with SORB members at the January 2015 meeting. The changes were outlined to members who reviewed and approved these changes, this is reflected within the minutes. 

The Risk Management Procedure accurately reflects the terminology used to describe the risk categories within Orchid. However, it is accepted that there is a disconnect between the terminology used for one risk category within the procedure and papers presented to JARAP. This has been rectified by amending the terminology used within the JARAP papers to align to the procedure and in turn Orchid. This took effect in December 2014 with the risk paper presented at the JARAP meeting.  PROPOSE CLOSE.

	
	Medium Recommendation 1.2: Force - Workshop and training for staff should include risk controls assurance.
Implementation Target Date: December 2015 

Person Responsible: Laura Saunders – Risk and Business Continuity Adviser

	
	Initial Management Comment: An annual workshop with the SORB members is planned for 2015; this will include risk controls assurance. 

Update March 2015: The annual workshop is scheduled to go ahead in the July 2015 SORB meeting.

	
	Medium Recommendation 1.3: OPCC and Force -The Force and the OPCC should undertake a review of the key mitigating risk control, to identify if there are any material forms of measurable assurance (1st, 2nd or 3rd) that could be relied on to validate if the control is being effectively managed and operating correctly. 

It may well be that there are assurance gaps for some controls. Details of the assurances or where there is none should be recorded in Orchid. The outcomes of such reviews should be reported to the SORB.
Implementation Target Date: April 2015 

Person Responsible: Laura Saunders – Risk and Business Continuity Adviser

	
	Initial Management Comment: We agree there is merit in identifying forms of measurable assurance for mitigating controls.

Risk owners are advised to review the mitigating controls when completing each review.  It would be impracticable to complete a separate review of every mitigating control for every risk.

However, the mitigating controls for all high rated risks will be reviewed.  The results of the review will be recorded within Orchid and shared with SORB.

Update March 2015:  Each of the key mitigating risk controls within the high rated strategic risks have been reviewed to identify measureable lines of assurance.  The outcome of these reviews will be recorded on Orchid and shared with SORB at the April 2015 meeting.
Update May 2015:  Assurance mapping formed part of the agenda for the April 2015 SORB meeting.  An input of the process and results of the mapping completed on the high risks was shared with the group.  It was agreed that risk assurance should be added to the existing risk management procedure to ensure it is considered as part of the management of risk.
CLOSE

	
	Low Recommendation 1.4: Force - The current risk matrix creates an environment where very high impact risks carry a low score. The strategic risk register (Appendix B in SORB papers) only contains the final residual score; the reader cannot differentiate impact and likelihood score and so cannot accurately gain perspective. The likelihood and impact score should be attached.
Implementation Target Date: January 2015 
Person Responsible: Laura Saunders – Risk and Business Continuity Adviser

	
	Initial Management Comment: The risk report templates will be amended to include the impact and likelihood score for each risk. The revised template will be included with all future risk papers presented to SORB. 
Update March 2015: The SORB risk register reports now contain the likelihood and impact scores as well as the final residual score. This took effect from the SORB meeting in January 2015. This action is now complete and can be closed.  CLOSE.

	
	Low Recommendation 2.1: OPCC -  Either update the current Force risk management policy and procedures to formally include the OPCC requirements or make a formal decision to adopt the force risk management policy.
Implementation Target Date: January 2015 
Person Responsible: Helen King – Chief Finance Officer

	
	Initial Management Comment: Whilst it is not accepted that the force policy should be amended to include the OPCC, as this is inconsistent with the policies and procedures adopted by the OPCC. It would be appropriate for a decision record to reflect that the OPCC adopt the force risk management policy.
Update May 2015: The decision record will be completed by the end of June 2015.


	
	CASH, BANK AND TREASURY MANAGEMENT
	2 March 2015

	
	HIGH: 0
	MEDIUM: 2
	LOW: 1

	
	Low Recommendation 1.1: Where receipts are issued, the corresponding numbers should be documented on the cash sheets and a copy of the receipt retained. 
Implementation Target Date: Implemented.
Person Responsible: Ruth Gilbert – Finance

	
	Initial Management Comment: Implemented. The Finance Ops Team has been briefed again on the procedures to be followed in relation to cash handling. 

CLOSE

	
	Medium Recommendation 1.2a: A review should be undertaken to establish whether the current position for securing the safe keys is appropriate. We recommend that if the keys are to remain within the department in the office, they should be securely stored away when not in use and held in a location away from the safe to minimise the likelihood of unauthorised access.
Implementation Target Date: Implemented. 

Person Responsible: Ruth Gilbert – Finance

	
	Initial Management Comment  & Update March 2015: Implemented.  New arrangements are now in place and the safe keys are now stored securely.  CLOSE.

	
	Medium Recommendation 1.2b: Dual control checks should be undertaken to verify the amount of cash held in the safe each week and this should be recorded and retained with the monthly Imprest sheets.

Implementation Target Date: Implemented.

Person Responsible: Ruth Gilbert – Finance

	
	Initial Management Comment & Update March 2015 - This control has now been reintroduced following the transfer of the responsibility for the cash Imprest. 

CLOSE

	
	End
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