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These examples provide a practical example of the Force’s three capability areas for
the use of Al, as each application seeks to introduce efficiency savings in a secure
manner.

4.2 Standalone Al Tools

Standalone Al tools refer to applications where the Al model is directly accessible to
the user as its own application, rather than as part of another system. These tools are
most commonly of the Generative Al type allowing users to upload Force data and
interact with the model via prompts—for example, asking the Al to analyse an Excel
spreadsheet or summarise a document.

Like Integrated Al, all standalone Al tools are subject to a specific risk assessment
process led by the Information Management team, in collaboration with stakeholders
such as IT and Procurement. However, due to their extensive capabilities and potential
for uncontrolled data processing, these tools present a heightened risk and are
therefore subject to strict regulation within policing, with stakeholders such as the
Police Digital Service providing additional guidance to the Force for their safe
deployment.

S24(2), S31(3)

S24(2), S31(3)

No other standalone Al tools may be used within the Force. This includes, but is
not limited to, the following prohibited commercial Al tools:

Microsoft Copilot (Consumer/Personal versions)

ChatGPT

Deepseek

Gemini

Perplexity

Self-hosted, either on-premises or cloud based, LLM’s or generative Al tool such

as open-source models.

e Al tools integrated into existing products where they are not explicitly authorised
in section 5.1

¢ Any other commercially available Large Language Model (LLM) or Generative Al

tool

4.3 New Al Tools

Integrated Al tools that are part of a wider product being adopted do not require
endorsement by the Productivity and Efficiency Board, as their procurement route will
already include an evaluation of the Al tooling.

The use of new standalone Al tools must be approved by the Productivity and
Efficiency Board, alongside any other governance required for that product (such as
procurement, information security, information management etc). The Al Working
group should be consulted for all new Al initiatives.
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The Board will consider the tools compliance in respect of this policy and any national
guidance, alongside the ethics of its use and any steps taken by the tool or intended
users to mitigate any identified risks.

New Al tools will be considered within the three following ‘buckets’:

o Prompted Al — Tools that require direct user input, such as CoPilot Chat, to
interact with.

¢ No-code or low-code Al — Tools that allow automation using Al, such as
CoPilot Studio or Power Automate using Al connectors. These tools allow Al to
be used within automated workflows, whether or not they require human input at
some stage. Workflows are usually designed in a visual interface and require no,
or minimal, code.

e Coded Al — Tools that require custom development to implement, such as a
Python script that connects to a database via an APl and processes the data
through an LLM model.

The governance process in respect of gaining authorisation for the use of new Al tools
is contained within Annex A. The process differs depending on the ‘bucket’ of tool
intended to be used, as the risks associated with each ‘bucket’ are different.

5. Using Al

51 Intended uses of Al tools at Leicestershire Police

Artificial Intelligence (Al) presents significant opportunities for modern policing. From
enhancing operational efficiency and improving decision-making to supporting frontline
officers and streamlining administrative tasks, Al technologies can deliver real-world
benefits across the Force. Leicestershire Police recognises the value of innovation and
is committed to enabling the safe and responsible adoption of Al.

Al is intended for use in the following types of activities within Leicestershire Police.

S24(2), S31(3)
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S24(2) &23(3)

5.2 Environmental Consideration when using Al

Users must also consider the environmental impact of using artificial intelligence. Al
systems require significant computational power, which in turn consumes electricity and
water for data processing and cooling of data centres. While Al can offer efficiency and
productivity benefits, unnecessary or excessive use of Al should be avoided, and users
are expected to employ Al tools responsibly and sensibly, balancing potential benefits
against environmental and sustainability considerations.

5.3 Prohibited Information Types

S24(2) & 23(3)

S24(2) & 23(3)
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5. Be transparent — Don’t claim Al produced work as your own. Although there is
no need to declare every use of Al such as for note taking, drafting work you
heavily edit or for research, transparency is essential to maintain the public trust
so always declare the use of Al in any formal report, creative content or when it
is used in decision making. Use a note such as, “Microsoft Copilot supported
the creation of this document’.

6. Human Review — Al must not be allowed to make operational decisions without
human review. Al can be used as a tool, to present options and wider
considerations. However, the responsibility and liability remain with the police
decision maker. Al can never be used as a defence or rationale for a poor
decision.

6. Report any concerns — raise any concerns, mistakes or breaches as soon as
possible with your supervisor or the Data Protection team. The sooner they
know about issues the sooner they can mitigate the impact.

7. Maintain Professional Standards - Use Al in a way that upholds the integrity
and professionalism expected in the police service.

8. Comply with the Force’s wider Policies and Procedures - A non-
comprehensive list includes:
e Standards of Professional Behaviour — Police Officers
e Standards of Professional Behaviour — Police Staff
¢ Information Management Policy
¢ Information Security Policy and Procedure.
¢ Internet Access and Social Networking Procedure
e The National Code of Ethics
e The Management of Police Information (MoPl) framework

e All relevant Data Protection legislation including the UK GDPR and the Data
Protection Act 2018.

9. Avoid Bias and Harm - Be alert to potential bias, stereotyping, or inappropriate
content in Copilot outputs. Report any concerning outputs to your supervisor

5.5 Al use in the Criminal Justice System

S24(2) & 23(3)

However, Al may be used to support investigators in understanding evidence or
assisting with the investigative process, provided it is not involved in the generation of
any official evidential documentation.

Where Al has been used for internal efficiencies or benefits, for example to help write a
entry for an OEL log on NICHE, then the use of Al must be disclosed.
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S24(2) & 23(3)

5.6 Al and Unused Material

ﬂit is acknowledged that Al may have been used in the

investigation to help progress the case. As with any material generated as part of an
investigation, it must be retained and disclosed on the disclosure schedules and
accurately described to include that Al has been used to assist in drafting the material.
Investigators should retain all original information inputted, the prompt used and
software used to generate the material.

Important note — Al generated content must be checked as carefully as if you wrote it
yourself — the author is responsible for the final content.

5.7 Key Risks of Using Al in Policing

While Artificial Intelligence (Al) offers significant potential to enhance policing
operations, it also introduces a range of risks that must be carefully managed. The
following outlines key areas of concern and the associated mitigations in place within
Leicestershire Police:

e Bias and Stereotyping

Al systems may reflect or amplify societal biases present in their training data.
This can result in unintended reinforcement of stereotypes related to gender,
race, profession, or other protected characteristics.

Mitigation: Approved Al tools undergo bias testing and ethical review, but it is
acknowledged that not all harmful content can be fully prevented.

e Overrepresentation or Underrepresentation

Certain groups may be disproportionately represented—or excluded—in Al-
generated outputs. For example, legitimate content relating to LGBTQIA+ topics
may be filtered or misrepresented.

Mitigation: Microsoft and other vendors apply classifiers and prompt
engineering techniques to reduce this risk, but users must remain vigilant.

e Inappropriate or Offensive Content

Al may generate content that is offensive, controversial, or inappropriate,
including text, images, or audio containing harmful symbols, language, or
themes.

Mitigation: Safeguards and content filters are in place, but some material may
still bypass these controls. Users must report any concerning outputs
immediately.
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¢ Information Reliability

Al tools can produce inaccurate, misleading, or fabricated information—
commonly referred to as "hallucinations." This includes misrepresentation of
facts, sources, or context.

Mitigation: Users must verify all Al-generated content before acting on it,
especially where operational or evidential decisions are involved.

e Multilingual Performance

Al systems used within the Force are optimised for English. Performance in
other languages may be less accurate or fluent, potentially affecting usability
and interpretation.

Mitigation: Where multilingual support is required, human review and translation
should be used to validate outputs.

e Audio Input Limitations

Voice-based Al tools may struggle with background noise, regional accents, or
unclear speech, leading to transcription errors or misinterpretation.

Mitigation: Use in controlled environments is recommended, and manual review
of transcriptions is required.

¢ Internet Dependence

Most Al tools rely on a stable internet connection. Connectivity issues can
disrupt access, reduce performance, or cause data loss.

Mitigation: Users should ensure secure and reliable network access when using
Al tools, and avoid using them in offline or unstable environments.

5.8 Expectations when using Al

The use of Al tools must always take place in accordance with the Code of Ethics, Data
Protection Laws and the force values. Specific guidance is provided to assist users in
making sound decisions:

1. Use Responsibly and Ethically
e Use Al in line with legislation and policy.
« Al should support, not replace, professional judgment, especially in sensitive
situations.

2. Protect Confidentialit
« Follow all data handling and information security policies.
e All outputs generated by Al tools used in official documentation must be stored in
accordance with MOPI and Leicestershire Police’s data retention policies.

3. Be Transparent When Required
o Declare when Al has been used in formal reports, public documents, or decision-
making.
o Ensure all outputs are reviewed and clearly attributed.

4. Verify and Validate Outputs
« Always fact-check and assess Al-generated content.
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« Users are responsible for the accuracy and appropriateness of any content they
use.

5. Avoid Bias and Harm
o Be alert to potential bias, stereotyping, or inappropriate content in Al outputs.
« Report any concerning outputs to your supervisor.

6. Stay Within intended Use Cases
o Use Copilot only for appropriate tasks (e.g., drafting, summarising, research
support).
« Do not use it for legal interpretation, risk assessments, or direct public
communication without review.

5.9 Confirmation Bias

Confirmation bias can subtly influence how officers and staff prompt and interpret Al
outputs, much like how leading a witness can unintentionally shape their account. For
example, prompting an Al with a predetermined outcome—such as “We need grounds
to justify refusing this procession application, what reasons can we use?”—pushes the
system toward supporting that conclusion. A neutral alternative like “Summarise all
relevant risks and safeguarding considerations associated with this planned
procession” allows a more balanced assessment. This reflects the wider investigative
risk identified in policing guidance, where officers can naturally favour information that
reinforces their initial hypothesis and are therefore encouraged to “consider the
opposite” to maintain objectivity. Likewise, when Al is used to produce operational
briefings, prompts framed around assumed disorder or threat can unintentionally
reinforce untested narratives. Force policy on Al reiterates that systems may amplify
existing bias, requiring officers to construct neutral prompts, verify outputs, and ensure
impartiality.

6. Roles and Responsibilities

e Governance

The governance procedure for all new Al ideas is outlined above. Consultation
with key stakeholders should be sought before submission (IT, Information
Management, Information Security etc). If the implementation of the new Al
product comes with increased expenses, it will then go to the Force Executive
Board for final sign off.

¢ Atrtificial Intelligence Board

Responsible for commissioning new Al ideas and authorising new trials, and
project progression into ‘business as usual’.

e Executive Board

Responsible for authorising any additional expenditure in relation to developing
Al or New Al Products.

e Digital Board
Monitoring the use of Al will be covered by the Digital Board.
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8. Appendix A — Al Implementation Plan
Type of Al Explanation / Examples Governance
Application
Bucket 1 — Prompted Al Self-Governance

Prompted Al refers to tools that
require direct user input to function.
Users craft prompts or instructions,
and the Al generates outputs such
as text, images, or analysis. It relies

on human guidance, ensuring control
while enhancing productivity

Examples: Co-Pilot Chat,

With consideration and
compliance with:

Force Al Policy

Force Policy and Procedures
Information Security

Code of Ethics

Standards of Professional
Behaviour

WORKFLOW
AGENTS

GoodSAM Transcriptions
Bucket 2 - Workflow Agents —| Streamlined Governance
(No Code / low code) Procedure

Workflow agents are Al-driven tools
that automate and streamline tasks
within a process. They follow
predefined logic, perform actions
across systems, and support staff by
handling repetitive steps. Designed
to improve efficiency and
consistency, they enhance business
workflows without requiring direct
user prompting

Examples: Self Triggered Al Audit

Head of Directorate Approves
use of Al to resolve the
problem.

Problem statement

endorsed agreed at
Productivity and Efficiency
board

Corp Services Validation
(including Information security,
Info Management and other
key stakeholders)

Sign off by C/Insp Corp

Tools Services
e Deployment decision - P&E
Board.
Bucket 3 — Coded Al Full Governance

Coded Al refers to solutions built
through custom development.
Developers write code—such as
Python scripts or API integrations—
to process data and interact with Al
models. It enables highly tailored
automation and advanced
capabilities but requires technical
expertise to design, deploy, and
maintain.

Examples — Agentic Al

Procedure

Information Management
Information Security
DPIA and EIA

IT Consultation

Al Working Group

PMO Consultation

Layer Board Sign off
SIRO Sign Off

Paper for Sign off at Exec
Board
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Appendix B — Force Approved Agent Governance Route

FORCE APPROVED Al AGENTS

GOVERNANCE ROUTE

STRATEGIC

SPONSOR

DIRECTORATE HEAD

PROBLEM The head of the business area

STATEMENT e asove e i
ENDORSEMENT

02

P&E Board endorses the problem

e S ma AGENT VALIDATION
CORPORATE
SERVICES

Corporate Services will review the
agent, consult with IT, Information

AGENT SIGN-OFF parsgement omatn e
POLICY & s
COMPLIANCE

Validation results reviewed by Policy
and Compliance lead, and if
approved gives final sign off by
corporate services as an approved

agent. DEPLOYMENT
DECISION
P&E BOARD
Corporate Services will present the
agent to the P&E Board with
DEPLOYMENT recommendations for safe
deploymen
INFORMATION P
TECHNOLOGY
DEPARTMENT
IT Department to move the agent
into production to make it available
as an approved force agent. AGENT
MAINTENANCE
DIRECTORATE

Annual review to be sheduled by the
directorate. Any major changes to be
reported and re-validation to be
coonducted
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